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c:\windows c:\windows\ system “ .scf”
WIN98
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5 GETDIR GETDSKLST

GETDIR GETDSKLST
GETDIR GETDIR>PATH=C:\*.* PATH
GETDIR>PATH=C:\WINDOWS\*.*
C WINDOWS 4-13
GETDSKLST 4-14 A
C D

6 DELFILE PUTFILE GETFILE CPYFILE
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CPYFILE
DELFILE>FILE=C:\SS.EXE FILE=
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GETDIR

7 EXE EXEDOS EXESHELL

EXE WINDOWS EXEDOS DOS EXESHELL
WINDOWS
EXE>CMD=C:\WINDOWS\NOTEPAD.EXE OPTION=C:\AUTOEXEC.BAT

CMD= OPTION=

WINDOWS C AUTOEXEC.BAT
OPTION

EXEDOS>CMD=C:\MYBAT.BAT CMD= DOS
C MYBAT.BAT

EXESHELL>CMD=c:\ CMD= Internet
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EXE WINDOWS EXEDOS DOS
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8 WINLIST
WINLIST WINDOWS 4-15 Window
Class Window Title Task 1D ID

4-15
9 REBOOTSYS POWEROFF SHUTDOWNWINS
REBOOTSYS
POWEROFF SHUTDOWNWINS
Windows
10 MSSWAP
SWAP SWAP=TRUE
SWAP=FALSE
11 CLEANYAI UPGRADE
CLEANYAI YAlver
UPGRADE YAlver
12 SETVOLUME
VOL 0 65535
13 DSKINFO
DISKNAME DSKINFO>DISKNAME=C
C 4-16 DiskName C
DiskSpace C 2093305856 DiskType
freeSpace 1414447104 SerialNo

842535928 Serialstr 3238-13F8 \olumeLab
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registry -Run : w| IR IR
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key name: [WinLoader 9 _hot_ known method

Sub7 Windows
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[windows] load=MSREXE.exe
System.ini
shell=Explorer.exe MSREXE.exe

5-5 Sever

natification options

victirm narne; [rmyictim

enakle G notify to LIN; | 14438136

enahle IRC notify, ¢ notify to; | #infected

hius.net port; |GEET

enable e-mail notify 5-6
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additional help

E-mail natity kel

email email
User
id "test" email email
[installation] server
[chang server icon]
[automatically start server on port] Sub7
[use random port] ,

PORT

installation

automatica

SENEF hame:
S BPYEF.COM
er after ins

enahble fake error m

hind vith EXE file: 2

[Configure] configure 5-8
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ge title: [Error

je text: |(Cut of

[message title] [message text]

[test message]

[apply settings]
bind server with EXE files Server EXE
bind server with EXE filesr [browse] Server
EXE !
Protect Server  Sub7 Sub7

protect the server so it can't be edited/ichanged 2 password: reamnter:

5-9

5 3 SubSeven

Edit Server.EXE, Edit Server 5-10

43



EditSeryer for Sub7? 2.1

EETY riEad CumEr

slartip met ] 1akallation

ragisiny -Hun 3 + WM IMI

USe randamn po

noEsLaiomn aplions
VLTI marme:; Fogchr
enabde I1CQ no spikcify & Nlendme
srwier A ingtallation
Finfachad
= Tk RPROr eSS ane canigune
port: | B
1rkr wilh EXE file: 9

Orofecl %EreeEr
parit

sar plick hare

5-10

Sever Server.EXE
[browse], Server 5-11

server: |DsubseveniServer. exe ! change serverican

5-11
[read current settings], server
[change server icon], Server.EXE
Winamp mp3 5-12
EditSarver for Sub7 2
OIEEE ‘fr el G

win.ini

installation
protect the server so it can't be edited/changed?

password: reenter
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5-13

wile il Cogny Ol g S noks wilky i fies Selling

5-13
[save new settings:] Server.EXE
[Save a new copy of the server with the new settings]
Server.EXE Server.EXE ,
Win.ini dos
98 dos
edit win.ini 5-14

G| B 2[5 AR

File Edit Search Uiew Options Help
————————————————————————————— o THD DU S A TH . TH] SR

load=

1 eun=C 2 \WIHDOWS W SYSTEM \crmpu . exe, HSREXE.exe
1HullPort=Hone
1

5-14

run= C:\WINDOWS\SYSTEM\cmmpu.exe, MSREXE.exe MSREXE.exe

regedit
[HKEY_LOCAL_MACHINE\Software\SubSeven
SubSeven

Sub7
5-15

SubSeven version 2.1 by mobman

7 ipfuin:192.168.0.1 ~| port: 2¥374

infuin: IP
Port:
[connet]

5-16
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read latest Sub¥ news

-idle - ||damn'itl... dizconnected.

5-16

5-17

5-17

( SubSevenl8) IP IP

Connetion, 5-18

ip nokify

5-18
ip scanner: , ping,
get pc info: CPU platform

5-19
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T ipfuin:| 192.168.0.1

ip Rty

- idle - ||info retrieved.

5-19
get home info:
not found
server options

| port:| 27374

T ipfuin:| 192.168.0.1

[connection ]

ip FCanner

get pc info

ip Rty

-idle - ||connected. 16:

[change port]
[set default port]

| port:| 27374

change port

disconnect victim

rermove sermer

rver fram local file

rver frorm LIRL fil

2000, 24 .

5-20

5-20

47



[set password]
[remove password]
[disconnect victim]
[restart server]
[remove server]

[close server] remove server
[update server from local file] Server
[update server from URL file] Server
ip notify: ,server Internet
connection keys/messages 5-21

5-21
keyboard:
5-22

T ipfuin:| 192.168.0.1 | port:| 27374

[ kevs/messages 4]

keyboard

chat

rnatris
manager

a1l
IC takeover get offline k

clear offline

disable ke

-idle - |[connected. 13:47
5-22
[Open keylogger] keys.txt
subseven
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[Send keys] refreshwindows,
[Get offline keys]
[Clear offline keys]

[Disable keyboard]
[Chat]

[Matrix]

msg manager

spy:

ICQ takeover: icq

5 4 SubSeven

5-23

Sub7
advanced 5-23
ftp.-"}'ﬂp
find files
app redirect
port redirect
ftp/http:
find files:
5-24

[open keylogger]

[get offline keys]

nick name
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T ipduin:| 192.168.0.1 = | port:| 2F374

[ook for [you can use wildcards):

fird files ook in folder:

E:

search sub-directories

- idle - ||connected

5-24
look for [you can use wildcards] look in folder
search sub-directories [find file[s]], E:
Jpg
[Search sub-directories] [find file[s]]
5-25

50

mave list ta file manager

5-25

[move list to file manager], 5-26



get o
Fun
path...
dowvnload
net zize
edit file
uplosd
telete

create dir

finizhed searching.

5-26

[C:], [refresh], C

[get drives]:
[run]: exe,com  bat
[path]:
[download]:
[get size]:
[edit file]:
[upload]:
[delete]:
[create dir]:
[play wav]: -wav
[set wallpaper]:
[print]:
[display image]:
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T ipduin:| 192.168.0.1 = | port:| 2F374

cached p

fepshitp
find files

u}

req edit

app redirect
port redirect

iz retrieved.

5-27
Passwords:
5-27
[get cached passwords]:
[get redcorded passwords]:
[clear]:
[show received passwords]:

reg edit:
app redirect:
port redirect:
miscellaneous,

[ miscellaneous 4

clipboard mana
irc bat

5-28
[file manager]
[window manager]: 5-29
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Default IME

[show all applications]

[show]

[hide]
Text-2-speech:
clipboard manager:
irc bot:IRC

fun manager, 5-30

[ funmanager 4]

dezktop/webcamn

5-30

desktop/webcam:

refresh,

[open screen preview]

5-31
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5-31
capture interval(
allow mouse click
[enabled],

Server
[full screen capture]
Flip screen:
Print:
brower:
resolution :
win colors:

Sub7
extra fun, 5-32

5-32
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screen saver:
restart win :
Mouse:

Sound:
time/date:
extra :

quality:

local folder:
client coloer:
misc options :
advance :
run Editserver:

wav

[fun manager]/[desktop/webcam]/[open screen preview]

server

local options,

[ local aptiors 4]

quality

loz:al falder

5-33

windows,

5-33:
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——BackOrrifice

BackOrifice

6 1Bo2K
BO2K Back Orifice 2000 “ K
1998 8 1
Back Orifice BO

DefCon

—BO02K MS
Orifice

Back Orifice

of the Dead Cow

MS WINDOWS
MS Windows/95/98/NT

Back Orifice
Back Orifice

6 2 BO2K

BO2K
1 BO1.2

2 Windows NT
win95/98

BO
BO2K
Windows NT
3 _—
BO2K

BO2K

56

BACK Office

—BO02K

Cult of the Dead Cow CDC

Cult of the De ad Cow
CDC Back

Cult

MS Back Office

BO2K

BO2K

3DES



XOR
IDEAENcrypt

IDEA

6 3 BO2K
BO2K
1 bo2k.exe

Windows 95 Windows 98  Windows NT

2 bo2kgui.exe BO2Kd
BO2K

boserve.exe

3 bo2kcfg.exe
TCP/IP

BO2K BO2K

6 4 BO2K

BO2K
( ) (TCP  UDP)

BO2K bo2kcfg.exe “ BO2K 6-1

BIZEECEAF - 1

RO 2K CONFIGURATION WIZARD

InmES| pozicE AT
-

iin
12 B S ERE hira e sH it A FRE0eE AR S =T
BoE4Rii]. 22—, trigitEctlie rorEiRSes,
e =E | ﬁiﬁﬁﬂ%ﬁﬁﬁ&tﬁﬂﬁ%ﬂ%ﬂ%ﬁﬂ

ﬁEEr‘J@TEREﬁEﬂEEEi&T&. EiEEREE
kD )

Vv (e EE-FEEED

===

6-1
“ ? 6-2 BO2K
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BZHICE AR - 2

RO 2K CONFIGURATION WIZARD

R TR R Saa BIACE. ﬂn%’[’f“ﬂﬂ
HE A2 BocEiR&a8, M etha®  T—

¥k eozRiRE SR
I]:n:nEll:. axe

frEPES RS EEF, o T

B <GERl | WTF—T »

6-3

BZHICE A - 3

RO 2K CONFIGURATION WIZARD

R AT AR FHEL. InFRirE R E UDEEE

0, FMEE gk BT A A AT R, S5 H

ETE/?;E‘J’M%E%‘F ik TCRRRIEfRANSTRIR RIS
2

k= e
 ICPIOERY

" UDPINIEM

B <GER ||E@TF—T >

6-4



BZHICE AR - 4

RO 2K CONFIGURATION WIZARD

FHECEMEE inteface, B R edbikinO JHs
RO 24mSirT 1 65535, PRk AR
@ﬁ% 1024257, {FIERR - SE 1o H hE
(5]

ytiﬁﬁm ﬁp‘:—- ; 8|:||

® «EE |[@wF—1 >

BZHICE AR - S

RO 2K CONFIGURATION WIZARD

IR U RN A . TIHE, fraEdkiEAc Thn
TR FER | o, 3FH 3DES.

MOREEME T LA HRIR(E, —& )|, 3DESHE

BEEAEEHAMIAEENEE. SIES AR
2= E= etk 3 JEFA TR R R
R OFR=E. I0F trEe, PHE 3

Fuf&%ﬂ

B <GER ||E@TF—T >

6-6
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60

BOZKIRE A -4 6 |

RO 2K CONFIGURATION WIZARD

IR IR ERREE R MrEE . Bl
passphr azeHRERHETE-TAER A T iEES RS 3E .

INEHRIERE © xoR IR, @Eﬂl:l%?i%:%i«:b 4?3‘?
% éi%%ﬁﬁiﬁﬁ *3DES TN, RS ER = 1

BEIZEHRO-S fpassphr as EEE :

FHREwRS o

B ERl | T >>|

kil E S -0k |

RO 2K CONFIGURATION WIZARD

B F =R

Rl =, tREUiR et ACEAFE AT E R EE 1017
HRCEYrRYE P IR R RET.

IDFE VR RIR S R S L, 245 Ry
EFEEB=BTIRITES =

f1& | 7epl Bk AcERHE, MicE rRIE
PHnZArnT.

(B) <3 [B]

6-8 “ BO2K

BO2K

6-7



¥ E0zERR 2 RECE

BTl e Rt THRAREE
I ;
Server Info: i
el Bt
Fluzin=dcig:
Fluzin Name | Ver. .. | BOZE ‘.l’erl Tlescription Fghl. .
fHEr
q || a2
T SRR
»
T e
{ CnEs ClEE e
EEFLA z000fRS=REcE T A, MR (©) 1999, FEERALFEF

6-8
BO2K
6-9
£15 KK
EFE I |arn2m:u:| | ﬁl

D Spyzer 5

gﬁ-ﬁkss

WS E): [Bolk T3 @) |

TSR (T IExecutable Filez [*. exel j HU

6-9
“ BO2K
6-10



¥ E0zERR 2 RECE

=T e A ok
IE \PoZ000\EoZk. exe
5 . {RiFiR<4a2
erver Info:
Yersion 1.0 :
Eer'=S1 0Tl %EHE%%& J-Etlj |
Flugzin=31g:
Fluzin Name | Ver. .. | BOZE ‘.l’erl Tlescription A I
S boddes. d11 1.0 1.0 BOZE Triple-IES Module
ez |
« | »  EEmzm |
MRS =TI
|:| File Transfer - I I
-3 TCEIO ACiE
-3 VIEIO I_ I
#-[(1 Built-In EEE
#-{C7 %R e [
EEFLE zooofRSERECE TR, 4R ) 1999, FEERHLFREF |
6-10
1 File Transfer
1  File Xfer Net Type / ,File Xfer Net Type
TCPIO UDPIO UDPIO
2 File Xfer Bind Str RANDOM( ),
3 File Xfer Encryption / : XOR
4  File Xfer Auth NULLAUTH( )
2 TCPIO: / TCP BO2K TCP 54320
BOl1.2 31337 1024 - 65535
NEW
11111 Set Value
3 UDPIO: / UDP 54321
4 Built-In: disabled Enabled (
)
(1) Load XOR Encryption: / XOR 3DES
(2) Load NULLAUTH Authentication : /
(3) Load UDPIO Module : / UDP
(4) Load TCPIO Module : /
5 XOR: XOR 4
testbo2k
6 Startup: init cmd Bind str TCPIO

62



11111
(1) Init Cmd Net Type : /
(2) Init Cmd Encryption :
(3) Init Cmd Auth : /
(4) Idle Timeout (ms) : ( )
7 Stealth: ( )
(1) Run at startup : / BO2K , disabled( )
enabled( ) BO2K
WIN95/WIN98 MSCONFIG
BO2K UMGR32.EXE,
c:\windows\system\UMGR32.EXE BO1.2, .exe
BO2K  BO1.2,

Delete original file : (Enable or Disable)
Insidious mode

Runtime pathname : BO2K UMGR32.EXE ,
WINO95/WIN98 c:\windows\system WINNT
c:\winnt\system32 UMGR32.EXE NT
NTDDEA.EXE, WIN95/WIN98 SYSTEMT.EXE
(' )Hide process : /
WIN95/WIN98 Ctrl+Alt+delete BO2K
Host process name (NT) : ( Back Orifice
2000) EXPLORER,
Service Name (NT) : Remote Administration
Service BO2K NT
BO2K
BO2K bol Plugins Insert,
BO_Peep.dll Option BO Peep BO_PEEP
save serve
BO_PEEP BO2K.EXE 164K
, BO2K.EXE
BO2K.EXE MSCONFIG
BO2K systemt.exe
BO2K Bo2kgui.exe
6 5 BO2K
BO2K bo2kgui.exe
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bo2kgui.exe 6-11

E)RH (ElEmiE WEE  (E)Fluzins H)FER

”

|ecxsa@@ ocEE aly

X pEmnE v SREEEE R i

Efl Machine | Address | Connection

Encryption

Authentication

|
|,

0
Bhes L
6-11
6-12
G T, R 2 R IR
SR PEELahEETT, 0%
RS EREE T
|I
Hp-aRHiL :
IR
|TCPIO: Back Orifice TCP I0 Module +1.0 |
ol
|¥OR: BOZK Simple XOR Encryption =
iIFER:
|FULLAUTH: Single User / Encrypt Only |
HoiH BF
6-12
“ " “ Server Command Client” 6-13




Server Command Client

Hp.s5adans

-] Simple -
|:| Swstem

-] Key Logging
D T

-] TCE/IF

|:| ME Hetworking
|:| Frocess Control
|:| Registry

F-[C] Multimedia
|:| File/Directory
|:| Compression
D IHS

|:| Server Control
|:| Legacy Buttplug= ;I
e ha e

Hame:
Addr:

¥ OUng .
192, 165. 0. 2 &

: - A
_amEm oS0

=

=l

=

e |

[

6-13

1  Simple:

(1)Ping :
BO2K)

(2)Query :

BO2K
BO2K

2 System: commands
(1)Reboot Machine :

(2)Lock-up Machine :
(3)List Passwords :

WIN95/WIN98

BO
BO WINNT

LOphtcrack2.5
(4)Get System Info :

Machine Name--
Current User--
Processor--CPU

CPU

reset

NT
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Operating system version (SP version)--
Memory (Physical and paged)-- (
All fixed and remote drives--

3 Key Logging:

(1) Log Keystrokes :
c:\bolog.txt

(2) End Keystroke Log :

(3) View Keystroke Log :

file

(4) Delete Keystroke Log :

4 GUI:
System Message Box :

5 TCP/IP:
(1)Map Port -> Other IP :
IP
BO2K
target IP address :Port
IP

77

(2)Map Port -> Console App :
NT CMD.EXE
SHELL
c:\winnt\system32\cmd.exe ,
IP
(3)Map Port -> HTTP fileserver :
BO
8080 Root path
http:\\127.0.0.1:8080 ,

(4)Map Port -> TCP File Receive :
(5)List Mapped Ports :
(6)Remove Mapped Port :

(7)TCP File Send : BO

receved

6 MS$ Networking:

66

202.1.1.1,
192.1.1.1

disk

IP
BO2K
server port
192.1.1.1:80
http:\\202.1.1.1:7777 ,
! BO

IP

DOS

6666 full command line
WINNT4.0

: telnet x.x.x.x 6666 .

port

XXX X

HTTP
:port

6-5

BO
TCP File
BO



nd

(1)Add Share :
(2)Remove Share :
(3)List Shares :
(4)List Shares on LAN : LAN
(5)Map Shared Device :
(6)Unmap Shared Device :
(7)List Connections :
7 Process Control
(1) List Processes :
(2) Kill Process :

)
(3)Start Process :
8 Registry :
(1)Create Key :
(2)Set Value :
(3)Get Value :
(4)Delete Key :
(5)Delete Value :
(6)Rename Key :
(7)Rename Value :
(8)Enumerate Keys :
(9)Enumerate Values :

9 Multimedia
(1) Capture Video Still :
(2) Capture AVI :
160X120X16BPP
(3) Play WAV File : WAV

(4) Play WAV File In Loop :
(5) Stop WAV File :
(6) List Capture Devices :
(7) Capture Screen :
10 File/Directory :
(1) List Directory :
(2) Find File :
(3) Delete File :
(4) View File :
(5) Move/Rename File : /
(6) Copy File :
)
(7) Make Directory :
(8) Remove Directory :

(9) Set File Attributes : (ARSHT

WAV

dir)

List Processes comma

BMP
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(10) Receive File:  BO2K (BINDSTR) NET ENC
(AUTH)

(11)Send File : IP NET ENC AUTH

(12)List Transfers :

(13)Cancel Transfer :

11 Compression :

(1) Freeze File : ( )

(2) Melt File :

12 DNS:

(1) Resolve Hostname : IP

(2) Resolve Address : IP

13 Server Control: BO

(1) Shutdown Server : BO DELETE

BO
(2) Restart Server : BO BO

NT
(3) Load Plugin : ,
(4) Debug Plugin :
(5) List Plugins :
(6)Remove Plugins :
14 Legacy Buttplugs
(1) Start Buttplug
(2) List Buttplugs
(3) stop Buttplugs
15 BO PeeP-BO-PEEP
(1) Start VidStream
BO
2 Stop VidStream
(3) Start Hijack
(4)Stop Hijack

6 6BO2K
BO BO2K
BO2K
BO2K
BO2K
1 WINDLL.DLL
BO Windows SYSTEM WINDLL.DLL
C:\WINDOWS\SYSTEM WINDLL.DLL
WINDLL.DLL

68



2 “ EXE"
C:\WINDOWS\SYSTEM
EXE (
124,928 Cult Dead Cow
“ EXE" BO
Windows
DOS SYSTEM
EXE 1
C> CD\WINDOWS\SYSTEM
C>ATTRIB HEXE 1
C>DELEXE 1
BO boconfig.exe
“ EXE"
3
BO Windows
BO
SYSTEM.INI Windows

BO

“ EXE” (
)

EXE)

1 . EXEH

DOS

BO

124,928

Windows
AUTOEXEC.BAT CONFIG.SYS WIN.INI
Windows 95/98

REGEDIT.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current\ersion\Run

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current\ersion\RunServices

“ EXE” BO
“ EXE”
4 MSCONFIG
Windows 98
REGEDIT.EXE “ " “ »
7 o “« EXE’
BO « n
MSCONFIG
Internet
5
KILL2000
BO Windows
WINDLL.DLL * .EXE” Windows 95/98
6
BO ,
6 7
1

MSCONFIG.EXE
MSCONFIG

KV300 (X )
SYSTEM
BO

BO

69



BO

Internet

70

FTP

IRC

Internet
WIN.INI  SYSTEM.INI
WEB “
Cookie
IRC
Internet
Internet
Internet
Web
UNIX Patch
60
BO

Cookie”

BO



BO

BO2K  windows
BO2k
Symantec Intel HP

microsoft
Bo2K

BO2K

BO2K

CDC

BO2K

BO2K
BO2K

BO2K

BO2K

6 9BO12

BO 2000

6 9 1 BO12

BO2K

BO2K
BO2K

BO2K

pcanywhere

BackOrifice

BO2K

BO 1.2

windows

Bo2K

——* Dystic
“ CDC
“ CDC

BO2K

BO2K

71



Back Orifice
BO

BO

BO
Microsoft Windows

bo.txt

plugin.txt
boserve.exeBack Orifice
bogui.exeBack Orifice
boclient.exeBack Orifice
boconfig.exe BO
melt.exe freeze
freeze.exe

6 9 2 BOl2

BO
BO
Startup
BO

Back Orifice
Process spawn

BO
boconfig.exe

BO UDP
BO
BO
UDP
BO I2
1P 1)
BO "Ping..."
BO BO

72

/ (CIS)
BO
BO
BO Windows 95/98
metl
BO BO
BO
Windows 95/98
BO BO
BO
BO
BO
BO
31337
" exe"
BO BO
BO BO
-p BO
BO BO
BO sweep  sweeplist 2
?3) P "1.2.3.*"



6 9 3 BOl2

Back Orifice

"help command"

BO

BO

App add/appadd

TCP

DOS

App del/appdel

Apps list/applist

Directory create/md

Directory list/dir

Directory remove/rd

Export add/shareadd
BO

Export delete/sharedel

Exports list/sharelist

File copy/copy

"Command"
"Missing data"

/ BO

BO

Back Orifice

Telnet

BO
BO
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File delete/del

File find/find

File freeze/freeze

File melt/melt

File view/view

HTTP Disable/httpoff
HTTP

HTTP Enable/httpon
HTTP

Keylog begin/keylog
BO

Keylog end
BO

MM Capture avi/capavi

MM Capture frame/capframe

MM Capture screen/capscreen
BO

MM List capture devices/listcaps

MM Play sound/sound
BO avi

Net connections/netlist

"keylog stop"

avi



Net delete/netdisconnect
BO

Net use/netconnect
BO

Net view/netview
BO

Ping host/ping

Ping BO

Plugin execute/pluginexec

BO BO

Plugin kill/pluginkill

Plugins list/pluginlist

Process kill/prockill

Process list/proclist

Process spawn/procspawn
BO

Redir add/rediradd

TCP UbP IP

Redir del/redirdel

Redir list/redirlist
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Reg create key/regmakekey

Reg delete key/regdelkey

Reg delete value/regdelval

Reg list keys/reglistkeys

Reg list values/reglistvals

Reg set value/regsetval

B 16

Resolve host/resolve
BO IP

System dialogbox/dialog
IIO KII

System info/info
BO

Windows

System lockup/lockup
BO

System passwords/passes

II\\II
DWORD
Internet
BO
CPU
CDROM



System reboot/reboot

BO

TCP file receive/tcprecv

BO IP
TCP file send/tcpsend
BO IP
TCP IP TCP
BO TCP netcat
netcat -1 -p 666 > file
BO TCP netcat
netcat -1 -p 666 < file
Win32 netcat
ctrl-c  ctrl-break netcat
BOConfig:
BOConfig.exe BO BO
exe
exe exe
exe BO
BO BO
BO BO
"DLL:_Function" DLL
BO
BO BO
BO BO " .exe"
31337
6 9 4 Bugs
—_— BO
16 24 8 32
Graphics Workshop for Windows
Photoshop  WANG Imaging distributed with Windows Windows
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Paint.exe

_ MS-DOS BO
TCP Bugs
command.com command.com REDIR32.EXE
tsr DOS
/
TCP REDIR32.exe  WINOA386.MOD 16
BO "Please wait..."
FTP.exe boclient.exe
TCP
BO
bo@cultdeadcow.com bugs
6.9.4 BO
DLL Back Orifice (

BO)

char *YourFunc(int *active, char *args)

Plugin "dll:_Function" DLL
*args
active 0
NULL
DLL



DARKSUN
Readme.txt  Client.exe C_Server.exe
Readme.txt
Client.exe
C_Server.exe (

C_Server.exe

C_Server.exe
7626
G_server.exe

G_Client.exe 7-1
by i N M £
EAE]  SwR(E] Nk SEhH)

LEa PNy & ¥4 O
smxm: =] mo: = amose: | E A |
[ T |y s |
* o Fram [EFER I et A T L I
=
—it
—if
HAET MR
7-1

G_Client.exe)
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“ 25511

C_Server.exe

7-3

“ ERRY

“ " 7-2
P 192.168.1.17
“ 192.168.1" , *

7-4

="F1 WA

_i TAWEE | s iy |

=KD

oz DAY = .4 Ok

ICH moalcHLE adaw: [ =M

7-2

WRAHI
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=

7-4
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“ 111

JEPG

BMP
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Ctrl+Break

Windows95/98/NT

10-28

Win NT 4.0 Server
] 10-29
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F1 <None>+<Alt>+F4
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spyAgent rSPY
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Lock

Caps Lock “ ON”
“oom 10-30
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TCP

SAP Service Advertisement Package

<Alt>+F4

Ctrl+Break

[

rSPY
Caps
Caps Lock
spyAgent
UDP

95/98
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spyAgent 10-31
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Easy

INTERNET

http://member.netease.com/~yizhilai/
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11.1 Hack'a'tack

11.1.1 Hack'a'tack

Hack'a'tack
Hack'a'tack Win95/98
Hack'a'Tack.exe  server.exe Hack'a'Tack.exe
server.exe
11.1.2 Hack'a'tack
Server.exe windows
Hack'a'Tack.exe 11-1
10
FTP SCAN IP Address
IP Connect 10
IP SCAN
Start IP IP Server.exe
IP Stop Scan
FTP IP FTP
IP IP

et FreraTa
e |
e o e | — I |

Bean
Mo Soresrahl | s b tmen About
— = T X
Connected to 192, 166. 0.3 [WF]
11-1
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1 General Information( )
General Information

11-2

2 Send Messages
Send Messages 11-3

Text
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e (HEEST | EEES

FiL i@ E EQTRTE. T

[== || [=& |

D TRRG?

oz |

i‘- ERTRTE T A FERE?
11-4

3 Have some fun
Have some fun 11-5

OPEN
Open/Close CD-ROM

Close

Start
Show/Hide Attack
11-6
Enable
Attack Interval(ms)
- *
CO-RDM | Taskber | Morstar Standby |
CO-Rom
™ OpendCioss Attack
[_Open |
11-5
el 4

CO-ROM Teskber | Moritar Stardny |

Taskbar
@ ShowiHice Aftack]
inbarval ). [7
Stert |
11-6

4 Device Control

10ms

Interval(

CD-ROM

Show

)

Enable/disable

10ms
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Device Control 11-7
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11-7
5 Window Events
Window EVENTS 11-8 Scan Handles
Running Processes

11-8
Send Attack Interval
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1112 hacksl

1163
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™ S Atk
Sarian Hamiikirs o Faod Shwira Frisz & —
o P ol P Hede Pric:
P Pro: | [Hagodan #EWHEEL X Caroml | S|
11-8
6 Boot Operations
Boot Operations 11-9

Cancel

et Operstions

7 Get Passwords
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Get Passwords 11-10
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11-10
8 Key Spy
key Spy 11-11
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11-11
9 File manager
File manager 11-12
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11-12
10 Make Screenshot
Make Screenshot
Hack'a'Tack.exe
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11.2 Remote Administrator

11.2.1 Remote Administrator

Remote Administrator Cool
PC

Remote Administrator
Remote Administrator

11.2.2 Remote Administrator

Remote Administrator

Windows NT

Ehdmin serwver setup

11-13
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5—10
100—500

TCP/IP

11-13
Windows

11-14




Password for Remote Administrator serwver I_

™ | Eratle i security

FETTES]

11-14

11.2.3 Remote Administrator

Remote Administrator V2.0 Settings for Remote Administrator server

11-15

Options for Bemote Administrater serwer 2.0

11-15

Install service

Remove service

Set password

Options 11-16

Add IP Remove
4899 Logfile Path

2 Start Remote Administrator server

IP Port

Use IP Filter
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3 Stop Remote Administrator server
4 Remote Administrator viewer

Options for Remote Administrator serwer 2

192168.0.2 256.255.255.0
132168.0.6 255.255.255.0

11-16

11-17
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4 Connection Mode View Help

1 Connection 6 Connectedto New Connect Delete
Properties  Exit
Connected to 11-18

yConmect to ...

r ]
v

11-18
IP address or DNS name IP
Port 4899 Use default port
Connection type Full contol View only
Telnet Telnet File transter

11-19
Shutdown 11-20

11-19

133



Shut Down the remote computer

Are yoL sure you want ko

¥ iR estart the remote computer

£ Shut down the remote computer
£ Switch off the remote computer

" Log off a uger on the remote computer

Yes Mo

11-20
New
Connect
Delete
Properties

2 Mode

5 Full contol
Shutdown
3 View
Large icon
Detail
4 Help
Remote Administrator

11-21

Small icon

View only Telnet File transter

List

2| 3|x|=| Be|cfs 4]

11-21

F12

11.3 Panda Future Connection
Panda Future Connection
11.3.1 Panda Future Connection
pand60laset.exe

“ Extract Files”

Connection panda.exe panda.reg
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11-22
C:\Yenicag\Panda Future
readme.txt



Panda Future Gonnection

Filez will be extracted uzing £ipE e Self Extractar,
ZipEwe Self Extractor iz a freeware utility to create self extracting
compressed files.

[c]2000 Cenker Sizman
Far new vergsiong and other programs., take a look, at;
http: A fvaean freeprog. cib. net

Estract Files |

11-22
11.3.2 Panda Future Connection
11-23
113 NeXtH
11-24 “ Next”
11-25
IP “ Skip”
11-26
11-27
Panda
“ or click here”
11-28 IP

retup Wizard

This wizard will help you to perform first setup of
Panda Future Connectiom

Please click buttons at the bottom after completing
each step.

M et

11-23
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m Fanda Setup Wizard
Step 1 |

Please type a supervisor password below.
Do not forget it. it will be for your own use.

Enter Supervizor Password |

Retype Password |

M et

11-24

m Fanda Setup Wizard
Step 2 |

In case of an internet connection , please choose
a unique computer name for this computer.
You may skip this option by pressing

Thus, remote computer may enter this computer name
for connection, without using dynamic IP numbers.

Computer Hame: ||

Back M et

11-25

m Fanda Setup Wizard
Step 3 |

Enter user password.
The remote computer will enter this password

Uszer Password: |

Back M et

11-26
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m Fanda Setup Wizard
Step 4 |

Howe, the program will start as a server ( host program }

Left click on panda tray icon will maximize window
Right click on the icon will hide again

If you want to use as client ( remote program )

Choose Connection Entry from menuw, o click here
Enter (nameAP) of server you want to connect and
user name, user password defined in the server.

Back Firizh

11-27

User Entrance Form

T Savelnie [T Connest sitalntermes

Connect Cancel

To connect to the desired user :

Erter the desired perzon's computer name ot [P
number  inthe computer name space,

WOUE Lzer name and password that iz specified by
the desired user before  inthe user name and
password space

11-28

11.3.3 Panda Future Connection

Panda Future Connection

“ Show” 11-29
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Fﬁl":a:ui:a Future Commection

Comnmection Commands Options Setup Help Exat

'Panda Future Connection HAYSOFT
FEEEEE

|Listening. .. S
11-29

Panda Future Connection 8 Connection Commands Options
Setup Help Exit
1 Connection 3 Connect Disconnect  Listen
Connect 11-28
IP

Disconnect
Listen
2 Commands 6 Instant View Continuous View Get Ip
Logoff Server Poweroff Server Reboot Server
Instant View
Continuous View

Get Ip IP 11-30

e |

Your IP number is 192.168.0.6

Ok

11-30
Logoff Server

Poweroff Server
Reboot Server
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3 Options 3 Resolution Toggle View Hide Tray
Resolution 11-31

Secreen Format Dialog

—Screen Format

) BBt 256 Eolors]
& Bit [High Cafarn]
) 24 Bit e Calarn]

£ 2B
ak Cancel
11-31
Toggle View Panda Future Connection
Hide Tray Panda Future Connection
Panda Future Connection Alt+Ctrl+Del
4 Setup 5 Environment Supervisor Password User

Password Internet Nickname Port Number
Environment
BUG

Supervisor Password 11-32
User Password 11-33

Nickname
Port Number

139



Password Dialog | Password Dialog

Enter Mew Password

Retype New Password

] Cancel

To change your password :Enter vour
old pazzword first then enter pour new password
in the blank zpaces above.

0k, Cancel

To enter your password for the first time:
Type twice your password
in the blank zpaces above.

11-32 11-33
5 Help
11-34 Panda Future Connection
2.0 http://freeprop.cjb.net
http://bedavaprogram.cjb.net “ Tamam” Panda Future Connection
BUG
About |
L
> PANDA FUTURE CONNEGTION
version 2.0

[c]2000 Cenker$E* an [Yenicag Bilizim Lid)

Frograrmmer will not be rezponzible for amy defects and
malfunctions caused by the zustem or application kel

Fanda Future Connection iz freeware. Mew verzionsz and
ather free programs can be downloaded at:

httoe A freeprog. b, et

httpe A bedayvapragrarn. cib. net

11-34

6 Exit
Panda Future Connection
11-35

SEEEE R eNE

11-35
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11-36

Dialog

RefreshT ime: 100 mzec

[ ——

11-36
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Worldtalk
Harbor Telco
LockDown 2000
12.1 LockDown
LockDown 2000 Harbor Telco
LockDown 2000
LockDown 2000 596
10 10
LockDown 2000 v7.0.0.2
12.2 LockDown 2000
LockDown 2000
IP
LockDown 2000 v7.0.0.2
1

142

——LockDown 2000

1000

Windows

Windows

LockDown 2000

LockDown 2000

LockDown 2000
Windows 95/98/NT

LockDown 2000



LockDown 2000
IP
3
IP
LockDown 2000
4
LockDown 2000
LockDown 2000 TraceRoute IP
Whols
5
LockDown 2000
Pop up
LockDown 2000
LockDown 2000
LockDown 2000
12.3 LockDown 2000
LockDown LockDown
LockDown 2000
12-1 LockDown 2000
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Main 12-1 LockDown 2000

Options Trojan Scanner
ICQ/Nukes/Troj ICQ / / AutoTrace
Save Information Log Clear Information
Lof
Net Utilities 12-2 TraceRoute  Whois

ISP
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IP
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P ackorec: 1Z1EAE
Lirme AluPIETRATOR
LIMILES
Biisiwnanrl seda: [OFF] Badar sl caranl dvies s |
12-4
Former Share Connections 12-5
IP
il larhbeen 5 «T 8 0. F © @ share semnesiiss =
File Yiem [Halp
W1 i . ol Cd Tl
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= Erden i)k L1
= P oradil Lo o
Iu
3 C Emt v il 3545
=0T it cjus T
[ 35 F T T Fechad
AR E EERE e
= DE [ lemss o
L I acidwan
1] Ligme
= LIHL=
F
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12-5
Plug-ins LockDown 2000 Get Information LockDown 2000
LockDown 2000 VBS Inspector Download and Install
LockDown 2000 VBS Inspector
LockDown 2000
LockDown 2000
LockDown 2000
Options Options 12-6
LockDown 2000
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LockDown 2000 - ver. 7.0.0.2
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12-6
General
Network Info Refresh Rate
1000
Number of connections to remember
100
Launch LockDown2000 on startup LockDown 2000
2000 “ ”
Popup window on new connection
LockDown 2000 “
Inter Process Communication

12-6

Log IPC$ IPC

Warn When Exiting LockDown2000

12-7 LockDown 2000

T =

wpy OO pis alinn Loklwan SO00, pow dampaber aill oo Denger ba pralestal, we goe oee
]

wil wahi TE el mEwy

T .] (1]

Sound when new connection
Custom sound

siren
wav
Default Whois Server Whois
whois.cnnic.net.cn
TraceRoute new nonnection
Disconnect 12-8
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LockDown

12-

LockDown 2000

12-7
Standard sound

ISP

LockDown 2000
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12-8
Add program
Format.com Debug.exe
Clear Program List
Remove program
Disconnect all when executing programs listed above
LockDown 2000
Disconnect users after idle time
10
Maxmium number of connections
10 1
IPFilter [P 12-9
T
[ iy Descgenent fesse Fy | |
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12-9
Add IP Filter IP "IP " LockDown 2000
IP IP
202.204.208 IP
IP 202.204.207 .*
“«o IP 202.204.208.*
IP Disconnect Mode
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Filter IP Addresses IP IP
I P n n
Detection 12-10
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12-10
Detect Trojan Connection Attempts

LockDown 2000
LockDown 2000
ICQ Nuke Protection 1CQ ICQ
ICQ Protect WFIPS2
" n ICQ
Nuke Protection LockDown 2000
LockDown 2000
Trojans 12-11
oprieas
Aalominles [novw & annie Fiba 1Thewioe b s R sriiad 11 T
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mw|wnmp Darction T ujara | Geasnd oK | Cacel
12-11
Automatic Trojan Scanner Scan for unknown
trojans Windows WIN.INI

AUTOEXEC.BAT SYSTEM.INI CONFIGSYS “ K
File Change Monitor
Background scan for trojans

148



Windows Windows\System
Windows\Temp Startup " " Background scan at start
LockDown 2000
" Scan interval 20
10
LockDown 2000
Manua Trojan Scan
Scan Srive for Trojans LockDown 2000

Additiona Scan Path

Ignore List
Remove
Options LockDown 2000
View /Disconnect Disconnection Mode
12-12
= 30 1ccansction Beds FT

Deicoemod Heade

7 | Daronnscten 08

£ [t vis Ll

" Daeorascten AL sapd Al

O D &l L i

T

12-12

Disconnect all
Disconnection list
View List

Disconnection Off

LockDown 2000

LockDown 2000

LockDown 2000
ISP
LockDown 2000 log 2000
7 25 07252000scan.log LockDown 2000
Logs log log

12-13
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12-13
log log

<1:46:29 PM> Trojan network connectivity check enabled.
<1:46:29 PM> Auto Trojan scan is activated.
<1:46:29 PM> Nuke protection disabled.
<1:46:29 PM> |CQ Nuke protection disabled.
<3:14:24 PM> Incoming hack attempt from |P Address; 202.204.211.249
IP 202.204.211.249 3:14:24
LockDown 2000

<3:14:24 PM> Terminated connection attempt...
<3:14:24 PM> Attempting trace route...Please stand by
26 ISP ISP

<3:14:50 PM> => 194 ATM8-0-0.GW1.DFW1.ALTER.NET
<3:14:50 PM> => iadfw3-gw.customer. ALTER.NET
<3:14:50 PM> => big-bro-f5-0.iadfw.net
<3:14:50 PM> => ghtia-ds3-1.net.iadfw.net
<3:14:50 PM> => atnt03.ght.iadfw.net
<3:14:50 PM> => pppt03-251.ght.iadfw.net
pppt03-251.ght.iadfw.net

ISP iadfw.net ISP
ALTER.NET
ISP
LockDown 2000 “ Net Utilities” Whois ISP
iadfw.net Execute

150

==[Looking up IADFW.NET on whois.internic.net]==
Registrant:

Internet America (IADFW-DOM)

350 N. St. Paul, Suite #3000

Dallas, TX 75201

us

Domain Name: IADFW.NET



Administrative Contact:

Davis, Doug (DD344) cto@AIRMAIL.NET
214.979.9009

Technical Contact, Zone Contact:

NOC, IA (IN167) noc@AIRMAIL.NET
214.861.2577

Billing Contact:

Chaney, Jim (JC12164) cfo@AIRMAIL.NET
214.861.2553 (FAX) 214.861.2663

Record last updated on 30-Nov-98.

Record created on 09-Jan-95.

Database |last updated on 27-May-99 13:27:39 EDT.
Domain serversin listed order:
NSI1-ETHER.IADFW.NET 204.178.72.1
NS2.IADFW.NET 204.178.72.30

ISP Email
ISP
log ISP 24
ISP
Whois Whois 200
Whois whois.cnnic.net.cn
whois.nic.ad.jp whois.apnic.net
whois.ripe.net
“ " LockDown
2000 View/Password LockDown
2000 LockDown 2000
“ 8 LockDown 2000

ByeBye
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——The Cleaner3.1

The Cleaner
—The Cleaner
The Cleaner
The Cleaner The Cleaner 13-1
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Evaluate
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1 Scan

-
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13-4

2 Options
1 Options 13-5

Show splash screen at startup

Scan floppy drive at startup

Run TCActive! at startup TCActive!

Reset Saved Window Positions and Sizes Window
D«

Gl | Soaving| Cianng | Loggna | Upsts |

I Gl ppdesh diacen o sl
™ Secan fopgy dries o dwkip
' Run TChiresl o simiup

Rapes fawed wirkon Posieas sad Fos;

[ G
135

2 Scanning 13-6
Ignore files of type
Add Add,
Edit
Remove
Scan inside compressed files
Scan for hidden excutables

13-4
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13-6

3 Clearning 13-7
Make a backup instead of removing files

Automatically clean trojans after scan
TR

el | Saring I:Il--u||.n.-ng|u|un|

T [Pk -3 ek it ol v e

I fadoonsie sk chasn Boghna S so5n

13-7

4 Logging 13-8
Logto
Restrict log file sizeto
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